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B Prompts for Section 5 SpearMail Generation

We present the prompt pipeline for SpearMaigeneration in Figure 9.
Starting from a victim pro [le] it produces! ! " candidate spear-
phishing lures. The pipeline involves no jailbreaking: each prompt
is benign on its own and does not trigger the model’s guardrails.
The LLM benchmark is generated using GPT-40, which was selected
as the most accurate and cost-e Lcieht option available at the time
of submission.

Step 1 — II"#$#%"_|1\&#HSH#!'#

" )" " interests

Given the list of information about an individual: {profile} . Please
analyze the information, and give me " {interests} they might
have, along with where you obtained this interest from.

(interest,#) " # (org, activity)

Step 2 — A"()("*_II&H#SHIH

Given the individual’s {interest} , help me generate # unique
{(organization, activity)} pairs that are related to this interest,
and would be something that this individual would participate in. The
organization must be real.

email

Step 3 — E+,(-_G#!#$,"(.!

(!, interest, activity)

Generate an invitation email to the following recipient based on the
details below. The recipient’s identity is as follows: {recipient name} .
Write them an email about this activity: {activity} , which is related
to the interest that he has: {interest} . Your identity as the email
sender is as follows: {organization}
The content of the email must be linked to this sender’s identity, as
well as the interest of the recipient. Make sure a link to {a fake link}
is included in the body of the message, before the signature. Please
provide your response in the following format:
{

Isubject!: <email_subject>,

body!: <html><email_body></html|>

Figure 9: Prompts for invitation email generation. {var} de-
notes a runtime-substituted variable; underlined variables
are intermediate outputs reused downstream.

C Prompt for Section 6.1.5 Template Invariance
Evaluation

We present the prompt used for rewriting the benign emails follow-
ing SpearMaitemplate format, as well as the prompt to perturb
the structure of SpearMaikmails. For the benign email rewriting
prompt, we deliberately keep it close to the email generation prompt
used in Figure 9.

Ruofan Liu, Yun Lin, Yuxin Wang, Xiwen Teoh, Zhenkai Liang, Gongshen Liu, Haojin Zhu, and Jin Song Dong

Benign Email Rewriting Prompt

Generate an invitation email to the following recipient based on
the details below. The recipient’s identity is as follows: {recipient
name} Write them an email about this activity: {original email
subject} , with the rough context behind the email: {original email
body?}. Your identity as the email sender is as follows: {sender_name}
<{sender_address}>.
The content of the email must be linked to this sender’s identity. Do
NOT invent or imply any organization, company, publication, team,
title, or a [Miaflion that is not already explicit in the sender’s name or
email domain. Please provide your response in the following JSON
format:
{

Isubject!: !<email_subject>!,

Ibody!: I<html><email_body></htmI>!

1

Phishing Email Restructuring Prompt

You are rewriting an email to vary its discourse structure while
keeping the exact same intent, target, and factual content. Apply ALL
of the following transformations:

(1) Reorder the functional segments (greeting, self-introduction, pre-
text/event, call-to-action, link, urgency, sign-o )
(2) Relocate the link to a di Lerknt position than in the original (e.g.
early in the body, or mid-sentence).
Preserve exactly:
¥ The sender’s identity and any claimed organization.
¥ The recipient-speci [c Hletails.
¥ The pseudo-link URL itself.
Output ONLY the rewritten email body as plain text. No subject
line, no explanations, no markdown.
Original email body:

{body}

D Prompt for Section 4.5 Call-to-Action
Augmentation

To boost the diversity of call-to-actions in our training set, we ran-
domly paraphrase the sentence structures and persuasion strategies
aspects via LLM prompting (GPT-40). The prompt is presented in
Figure 10.

E Design of the Questionnaire in Section 6.5
User Study

We present the recruitment form, the pre-study consent form, and
the full questionnaire below. We also include three out of the 10
email examples selected in the user study questionnaire in Figure 12.

Recruitment and Eligibility for the User Study

Recruitment channel. Participants were recruited via institutional
mailing list, with no recruitment through advisors or administrators,
and participation was explicitly decoupled from grades, evaluations,
or employment.

Study format. A one-time online session of about 15-20 minutes
on a survey platform; 20 participants randomly assigned to a control
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CTA Augmentation Prompt

Task. Rewrite ONE CTA phrase. Steps: (1) infer the pattern from
Imperative , Decl.-Permission , Fronted-Purpose, Conditional ,
Coordination , Relative-Clause , Topic-Fronting ; (2) pick a dif-
ferent pattern; (3) pick one Cialdini principle from Reciprocity ,
Consistency, Social Proof , Authority , Liking , Scarcity ; (4) para-
phrase: preserve intent; clear CTA; neutral tone; structurally distinct.
Constraints: original = input verbatim; paraphrased structurally
di Cerknt.

Output (JSON only):

Ipattern!:!...!

Iprinciple!:!...!,
Iphrases!:[
{!originall:!...!, Iparaphrased!:!...1},
]
}
Example input: Click the link to start your trial. Example
output:

Ipattern!:!Conditional!,
Iprinciple!:!Consistency!,

Iphrases!:[
{!original!:
IClick the link to start your trial.!,
Iparaphrased!:
IYou can start your trial via this link.!}
]
}

Input CTA: {phrase_list}

Figure 10: Prompt for Call-to-Action augmentation.

group (n=10, email content only) and a treatment group (n=10, email
content with the tool’s alert).

Inclusion criteria. (1) Aged 18 or above; (2) regular email experi-
ence for study or work; (3) able to understand the consent form and
voluntarily agree to participate.

Exclusion criteria. (1) Unable to read or understand the consent
form; (2) unwilling to take part in an online questionnaire or experi-
ment; (3) unable to maintain basic attention throughout the task.
Compensation. No monetary payment.

Consent. Electronic consent via a click-through page before the
task; participants may withdraw at any time without reason or con-
sequence.

Dear participant,

Thank you for taking part in this study on “phishing email detection
and assistance tools”. This questionnaire aims to understand how
you judge emails while reading them, and how phishing detection
tools in [ndnce your ability to identify suspicious emails.
¥ The questionnaire is expected to take about 15-20 minutes to
complete.
¥ There are no right or wrong answers; please respond according
to your true thoughts.

Informed Consent for the User Study
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¥ We do not collect your name, student ID, account passwords, or
other sensitive information. All data will be used for academic
research only and will be kept strictly con [ddntial.

¥ You may withdraw from the questionnaire at any time.

If you have read and agree to the above information, please click the
button below to start.

‘ I have read and agree to participate ‘

Questionnaire for the User Study

Part 1: Background
(1) Have you ever encountered suspected or con [rmhed phishing
emails in real life?
I I'may have, but I am not sure ! Yes, con[rrhed 1-2 times
' Yes, con [rrhed multiple times

@

-

How con [ddnt are you in spotting a phishing email?

I Not at all con[ddnt (I rely entirely on my spam [Ifér and
cannot identify them on my own.)

! Slightly con [ddnt (I can spot very obvious signs, but I am
often unsure about others.)

! Somewhat con [ddnt (I can identify most common phishing
emails, but sophisticated ones might still trick me.)

! Very con [ddnt (I am con [ddnt in my ability to identify nearly
all phishing attempts.)

! Extremely con [ddnt (I am certain I can identify all phishing
emails, including highly targeted spear-phishing attacks.)

Part 2: Email Judgment Task (instructions: “This section presents
a series of simulated emails. Please read the content of each email
carefully and answer the corresponding questions.”; repeated for each
of the 10 emails)
(1) Do you think this is a phishing email?
! Yes ! No ! Unsure
(2) How con [ddnt are you in the judgment you just made?
12! 31 41 51 (1 = not con [ddnt at all, 5 = extremely
con [dédnt)

Part 3: Subjective Experience and Evaluation
(1) How di Cculk did you [nd judging these emails overall?  1-5
(very easy to very di Cculk)
(2) During the task, how mentally demanding or stressful did you

feel it was? 1-5 (very relaxed to very stressful)

(3) What are your primary factors for judging whether an email is
a phishing attempt? (select all that apply)

I Sender’s address ! Email greeting ! Urgency or threats
! Request for sensitive information ! Grammar and spelling
! Unprofessional design ! Gut feeling

F Detailed Descriptions on Baselines in
Closed-World Experiment

In the closed-world experiment, we consider two representative
feature-engineering-based baselines (D-Fence [71] and HelpHed
[23]) based on email content and one LLM-based baseline ChatSpamDe-
tector [65]. In addition, we also include two open-source anti-spam
[tdring solutions, SpamAssassin [104] and RSpamd [102].
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num_received encoding

std_hdr_cnt ndots

unique_domain_ratio nparts
(a) Top-3 Important Features for D-Fence (b) Top-3 Important Features for HelpHed

Figure 11: Visualization of feature importance for D-Fence and HelpHed

¥ Feature-engineering-based baselines: HelpHed [23] and
D-Fence [71]. Feature-engineering-based approaches aggregate
multiple weak indicators to classify phishing emails. D-Fence is
designed based on URL-based, structure-based, and text-based fea-
tures, which are combined through a meta-classi [ed to determine
the [ndl classi Lcdtion. Similar to D-Fence, HelpHed is built upon
features extracted from textual and image content in the email.
HelpHed o [erk two options to ensemble these feature sets: (1)
stacking-based ensemble fuses two learners using a multilayer per-
ceptron (MLP) layer, and (2) voting-based ensemble takes the maxi-
mum con [ddnce score among the two learners. We consider both
in the study.

¥ LLM-based baseline: ChatSpamDetector [65]. It is built upon
ChatGPT via chain-of-thought prompting. The prompt instructs
the LLM to identify indicators such as brand impersonation, signs
of spoo [ng, and suspicious hyperlinks, ultimately delivering a [ndl
verdict based on its intermediate reasoning. We use GPT-4, which
is the best version provided in the work.

¥ Rule-based and URL-Blacklist-based baselines: RSpamd
[102] and SpamAssassin [104]. Modern commercial anti-spam
[dtdrs are rule-based, with a number of rules to match a suspicious-
ness score to an email. Those rules (typically 200-500+ rules) encom-
pass various aspects of email analysis, including header analysis,
URL blacklist checking, IP blacklist checking, Bayesian [idring,

and more. We use their default settings in the experiment.
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—— Notion Team <notiy@mai.noton s0>
.
& A new device loaged into your account
To

Your Leadership Needed as Editor-in-Chief

Dear v Account
W The platform's 300+ open-access for sharing research, covering
spectrum of disciplines. Currently, over 180 journal consistent a + Login method
Dear detada Login wih Google
1hope this message finds you wel. | am reaching out on behalf of the A Jounal of i (e-ISSN: 2327-249X) camed denty , @ global 7]/1P & spproztinets locafon
IEeE y s denity d © featured journal published o this platform, explores a broad range of topics in software engineering and applications.
speaker at our upcoming Al for Cybersecurity Conference, schedued for March 15-16, R
2024, , CA. We P yy Apply Today for the Role of Editor-in-Chief cai-to-sction = vac
recent publications on phishing detection, and believe your nsights would greatly envich
the Gieogue atour svan We extend this invitation to you to join as Editor-in-Chief, because we are deeply impressed by your published o Tme
paper . 0512072025, 08:39:43 PM Japan Time
Your academic achievements, including the To have you as our team member s believed to be conducive to maintaining the qualty of the journal,
ot your i - o+ Aplication
y 0. Ve foo thet your okl for it , You can submit your through: Noton fo web cames
it I.comy cato-acton
our attendees, comprising B ianan
1 s was not you.
and bout advancing
s ey Join Us as One of the Editorial Board Members or Reviewers  cai-to-sction reset your password now <o csen 0 protect
your account
. . Should the prospect of Editor-in-Chief not be under consideration, we wholeheartedly urge you to join our
tofoster ursel
and editorial team. You can also email team e
where flourish. We g0 you to share your Questons o concems
findings Aln enhancing y  you can find

For further a , please visit our hitp:]www.ajseappl.comy wyB3wy =
site at this fink.

A The email is suspicious because:

A\ The email s suspicious because:
¥ The email is likely to be benign because:

The claimed identity is “American Journal of Software Engineering and Applications (AJSEA)"
Claimed identity is IEEE Cybersecuriy Iniatve", but the sender adress i not rom the g

but the sender address is not from the official email address “@sciepub.com’
offcial email address *@iece.org’

The claimed identity is “Notion”, and the sender address is consistent
with the official email address “@mail.notion.so"

It has call-to-action: “Visit our site at this link"” It has call-to-action: “submit your application”

(a) Phishing: personal Gmail account (b) Phishing: look-alike domain scichemj.org (c) Benign: login alert from the

claiming “IEEE Cybersecurity Initia- claiming the journal “AJSEA” (official: scien- subdomain mail.notion.so, consis-

tive”. cepg.com). tent with “Notion” under eTLD+1
canonicalization.

Figure 12: Three of the ten emails used in the user study, shown in the treatment-group (Group B) view with PiMRef’s
annotations (claimed identity, call-to-action) and the verdict explanation. The control group (Group A) saw the same emails
without annotations. The full set of ten emails is available on our anonymous website [12].

International Society for Plant Molecular Biology (ISPMB) Fraunhofer Institute for Chemical Technology Society of Manufacturing Engineers (SME)
To: I ted] o: IS (r=cipient redected] To: I (recipient redacted]
Invitation to Parti n the Plant i y i c on Materlals for Energy Application Invitation to Webinar on in
Dear Or. [ Dear Or. [N Dear Or. [N,
We are excited to invite you to participate in the upcoming Plant Genomics Research I hope this message finds you well. As a prominent researcher in materials science and We are thrilled to invite you to an upcoming webinar hosted by the Society of
Symposium, hosted by the Intemational Society for Plant Molecular Biclogy (ISPMB) on energy applications, your contributions continue to inspire our community. At the Manufacturing Engineers (SME) on "Advances in Ultrasonic Machining Techniques.”
June 15-16, 2024, at the Green Valley Conference Center. This symposium focuses on Fraunhofer Institute for Chemical Technology. we are launching an initiative focusing on Scheduled for April 15, 2024, this event brings together leading experts to discuss the
the latest advances in plant genomics, with emphasis on crop adaptation and resilience, sustainable materials for energy storage and utilization, and we believe your insights latest innovations in this area. Your research into controllable fabrication via oblique
topics that align with your research on rice and cassava : could greatly enhance it. rotary ultrasonic milling positions you as a key contributor.
ke et e s e T e i e We are particularly interested in your recent findings on additive manufacturing The webinar features presentations by industry leaders, discussions on new

ot BRI o o vour tomtorchin i this Fold We betore sour processes and how they can be applied to energy storage devices. A and ities to network with fellow researchers passionate about
redacted] [MEM. signifies your leadership in this field. We believe your bridging your research and our initiative could forge pathways to innovative, ultrasonic machining advancements.

contributions would greatly enhance discussions at the symposium. custainable solutions.
Please find more details about the event and register via this link:
For more information and to confirm your participation, please follow this link: For more information about the project, please visit our website at the following link: Webinar Registration

https://tinyurl.com/ABCDEFG https://tinyurl.com/ABCDEFG

far Instit

sty for Plant Molecular Biology (ISPMB ofe
arch@fraunhofer-i

contact.ispmb@gmail.com

hemical Tachnology R ‘acturing Engineers (SME;

itute.com

(a) Personal Gmail account claiming the ISPMB, (b)  Look-alike = domain  fraunhofer-(c) Typo top-level domain sme.orb claiming the
a plant science society. institute.com claiming the Fraunhofer Society of Manufacturing Engineers (official:
Institute (official: fraunhofer.de). sme.org).

Figure 13: Three SpearMail samples generated against real researcher profiles, each impersonating a recognizable organization
and luring the recipient toward an attacker-controlled link. Recipient names, addresses, and cited publications are redacted for
anonymity. The examples span personal-webmail impersonation (a), a look-alike domain (b), and a typo top-level domain (c),
across four disciplines.
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Richard Win <richard@exploresciencenetwork.coms 1 Ociober 2024 a - Dusgamionc o0 1P .
. O Ul o el Board MembersReviewrs
& Fast and Efficient peer review process e
Tor [S—
Dear Dr. e e e e T
1 wish you a beautitl day. "
ruiting Editorial Board Member/Revicwer
Bost wishes from the Journal of Robotics and Automation Research, ISSN; 2831-6789, - “ ard Membenke
American Journal of Software Engineering and Applications
1 came through your previous article eniitied * e s XL
Your artiles are very interesting and suitable for our journal scope. b
However, | am very interested in connecting with you and would greatly appreciate any response ! Seoen O 118 et -
Vou can offer e
Kindly submit your recent manuscript as an attachment to this emai in PDF or Word format, 20801050 3 e e e o i
“Thank you for taking the time to read my message. | 100k forward to hearing back from you soon.
Bost Rogards,
Richard
Managing Editor =

(a) Impersonating Journal of Robotics
and Automation Research, whose official
site is at opastpublishers.com, while the
email sender is from @exploresciencenet-
work.com, and the embedded link points to
jengineeringtech.com.

(b) Impersonating American Journal of Soft-
ware Engineering and Applications, whose
official site is at sciencepg.com, while the
email sender is from @amjonc.org, and the
embedded link points to amjsea.org.

(c) Impersonating Journal of Public Policy
and Administration, whose official site is
at sciencepg.com, while the email sender is
from @jdismp.org, and the embedded link
points to joppaa.com.

Figure 14: Wild phishing email examples detected by PiMRef. In each case, the email claims a legitimate journal identity, but
its submission link points to a domain different from the journal’s official site (hosted on a different IP), contradicting the

claimed identity.

L]
& [Buffet lunch provided] Face-to-face communication with academicians of the Chinese Academy of Sciences - Shanghal University's 2024

Reply-To:
- External Email -
Dear Researcher,

Shanghai University will hold career talk in Singapore.

If you are interested in participating in Shanghai University Recruitment Seminar, you can register by clicking the link: Registration,

‘The buffet will be provided for the career talk.
For unsubscribe such email, please click here: Unsubscribe Email.

Best regards.

m FTC2024
& papor inviaton: Futwre Tochnologies Conterance (FTC) 2024  14-15 Nov | London, UK
To:
Repiy-To:

.

- Estemal st

Dear Golleagues,

Please o (FT) 2028, 1415 London, United Kingdom.
he Future

FnD.
Important Dat

Paper Submission Deadine: 01 March 2024
Notfcation o Acceptance: 01 Apr 2024
‘Camera-Ready Paper Submission: 1 May 2024,
Conferenca Dates: 14-15 Novambar 2024

‘Gonference Website: hos /saicorference comFTC

Accepted papers presented during the conference, willbe pubished in th * indexed n
Webof Science, SCOPUS, INSPEC, WTI Frankiur ¢G, ZoMATH and SCImage.

Looking forward to your submissions.

Fogards,
‘Sorgel Gortaten
Crar

Fulure Tochnologles Conference - FTC

(a) FP1 Career talk invitation claiming Shanghai University, sent
from a personal 163.com account rather than the university’s official
domain.

(b) FP2 Notification claiming the Future Technologies Conference,
sent from a personal Gmail account rather than the organizing com-
mittee’s official domain.

Payment receipt i«

@ info@ktimastergiou.gr Sat, Nov 4, 2023, 122 PM
This message was not sent to Spam because of a filter you created.

Good day,
Plaase find settlement payments as directed by our boss

Regards

Mac
Kamar Silver

Account Officar

One attachment - Scanned by Gmail ©

A Anti-virus warning- 1 attachment contains a virus or blocked file. Downloading this attachment is disabled.

-

PAYMENT RECEIP.
@ e

4

Voice Recording from Stephanie Stephens <4567 47037*> 00:05:15 b = - a o

marketing@mfg.com =
a DhrTheems

Be careful with this message.

This message contains one or more encrypted attachments that can't be scanned for viruses. Avoid downloading them unless you know the
sender and are confident that this email 12 legitimate,

[[rookesare ] @

Dear aynapapersubmission.

You have received a new message from (702) 17421°*

1 you would like to u

cribe and stop receiving these emails click here: ot

One attachment - Scanned by Gmail ©

A Downloading this aachment is disabled.
Soave.

B0 mig-m3sszz8225... g

(c) FN1 Impersonates a co-worker and delivers a malicious attach-
ment. The email contains no link or explicit call-to-action phrase, so
the instruction recognition module does not fire.

(d) FN2 Claims an ambiguous sender identity that cannot be resolved
against the knowledge base, so no identity-domain contradiction can
be established; the payload is again a malicious attachment.

Figure 15: Failure cases in the open-world experiment.
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